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Transaction flow - animation

m Based on the credit push model the SEMOPS business model provides
balanced opportunities and revenue sharing for banks and mobile
operators.

» banks are handling mini and macro payments
» MNO-s are handling micro payments
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m No central registration of users, anonymity
for the customers, guarantee for the merchants.
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Potentional demonstration scenarios
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SafePay - One service fits all!
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Security

m Encryption using public-private key.

» End-to-end security is achieved irrespective of the type of the
communication channel.

m Electronic signature is used by the payment processors
» Validity of information is ensured

m All transactions are individually approved by the customers (PIN , or
PKI)

m All security solutions can be tailor made

» general solutions are integrated with the specifics of the payment
processors. (certain minimum criteria applies)

» special security layer wraps the business logic to allow simple
modification of the security solutions

m No sensitive information is stored outside the payment processors
m Extensive HW and SW protection, audits, and processes.
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Payer Infrastructure Payment Data Payment Infrastructure
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The project in numbers

DEVELOPMENT AND INTRODUCTION OF A PAN
EUROPEAN PAYMENT SERVI CE!

The largest mobile payment project of the Commission
this year:

» 24 months

» more than 550 man month work
» 4 countries

» 15 participants

» 6 million Euro budget

» 2 phases - research and development +
demonstration
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/ Contractors \
/Special \

Bull Ltd.. Interest Group
*Deloitte & Touche Ltd.. »mobil operator

* Fraunhofer FOKUS
*bank

* Fornax Plc. _
*|ntrasoft International S.A.. *technology provider
« Kereskedelmi és Hitelbank Open to all
.Libri Ltd. interested
 Motorola Ltd. (project coordinator) parties!!

* Piraeus Bank / winbank

 Profitrade Ltd.

» Raiffeisen Bank Plc. Oberthur

« SafePay Systems Ltd.. IBM
*\Vodafone-Panafon (GR) BME
*\\Nestel Mobile Plc. Sun Microsystems

J

\_

e T T




A SEMOPS rendszer architekturaja

SEMOPS
<7Mobile device

SEMOPS PC
merchant module

SEMOPS Bank
Module

SEMOPS
Data Center

Legacy systems
(account management,
card management,
authorization etc.)




Kommunikacios protokollok

SEMOPS
<7Mobile device

SEMOPS Bank Messaging SEMOPS
Module Middleware Data Center

= Legacy systems
=il (account management,

SEMOPS PC card management,

merchant module authorization etc.)




Kommunikacios szabvanyok

SEMOPS
<7Mobile device

SEMOPS Bank ] XM ) SEMOPS
Module Data Center
* XML technologiak
* XML Encryption
* XML Schema
o XSLT
zos Legacy systems
E 3 t t, . g 4
SEMOPS PC (azzcr)grr;;:;;aegrﬁ;?n » Sajat megoldasok
merchant module authorization etc.) ST e
*Digitalis alairas

*Binaris Uzenetek a
SEMOPS mobil modul felé




Szoftver architektura

*J2ME

*Sajat lzenet-feldolgozo kdnyvtar

SEMOPS
<Mobile device

(cell phone PBA

*Microsoft XML API
*ebCrypt (titkositas)

SEMOPS PC
merchant module

* J2EE alkalmazasszerver

* Xerces, Xalan
(XML feldolgozas, validalas)

SEMOPS Bank
Module

<+—XML—>

SEMOPS
Data Center

» J2EE alkalmazasszerver

« Xerces, Xalan
(XML feldolgozas, validalas)

*Sajat adapterek a nem XML-tipusu
tzenetekhez

Legacy systems

(account management,
card management,
authorization etc.)




Esettanulmany

Uj modul illesztése
SEMOPS e XML-alapi kommunikacidé miatt egyszeriien
beilleszthetod
a meglévo architektiraba

SEMOPS Bank SEMOPS
Module S XKML =

Data Center

customer module

Legacy systems
(account management,
£ card management,
SEMOP PC authorization etc.)
merchant module
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Tapasztalatok

m A banki modul oldalan az uj kliens modulok gyorsan illeszthet6k
» Nem igényel komoly valtoztatast a rendszerben
m A PC-s modulok esetében sem igényel néhany napnal tébbet a banki modullal
valb integracio
= A mobil modulok oldalan problémas az XML-alapu kommunikacié

» A szabvanyok nincsenek beépitve a keszllékbe
» Le kell fejleszteni a sziilkséges funkcionalitast

w Kilsé fuggvénykényvtarakat kell igénybe venni, amelyek a szolgaltatasok egy
részét megvalositjak (pl. kKXML)

» Lassu az Uzenetek feldolgozasa
» Magas kommunikacios kéltsegek a nagy adatmennyiség miatt

Léteznek tervezetek az utdbbi ket problémanak a megoldasara (pl. Fast
|nfoset), azonban a mukddo implementaciok meg nem elégge kiforrottak

A mobil modulok jelenleg binaris Uzenetformatumot hasznalnak.

e T T



A kbzeljévoben: Web service-ek

Egyszertibben lehet uj kliens modulokat fejleszteni, a SEMOPS banki modul szolgéltatasait
azok béviilése esetén egyszeribben lehet beépiteni.
Mobil telefon, PDA részérdl a szabvanyok jobb tamogatasa sziikséges!

SEMOPS

SEMOPS Bank 1 WS [ SEMOPS
Module

Data Center

*Banki hattérrendszerek

infrastrukturajaba
egyszeribben beilleszthet lesz
a SEMOPS
Legacy systems
(account management,
== card management,

SEMO P PC authorization etc.)

merchant module




“mobile village®”

m A new initiation — continuation of the current SEMOPS project
m Integration of new technical developments
» MIDP2.0, BIP, new APl's, | pv6, mobile web

m Development of applied point of sale solutions with new direct
communication solutions

» parking, vending, ATM, ....
m Elaboration of operating framework
» local business models
» legal regulations
m Demonstrating all different payment transactions
» new technology
» new logistics
» new transaction types
m Preparation for market introduction - “mobile village® "
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